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Cyber security

e Promote Two-Factor Authentication (2FA): Encourage students to activate 2FA for their online
accounts to add an extra layer of security to their personal data.

e Cyber security Information Flyers and Posters: Display posters and distribute flyers in high-
traffic areas on campus to inform students about safe online practices and the risks of
cybercrime.

Steps to an effective approach to cyber security
1. Risk Management Plan

o Identify potential risks to your organization’s information and systems and create a plan to
manage them.

o Make sure the plan has the full support of senior leaders and the Board.

o Ensure that all employees, contractors, and suppliers understand the plan and know what risks
they should avoid.

2. Secure Configuration

o Establish a clear approach to identify standard technology setups and processes for managing
system configurations, which helps enhance security.

« Create a strategy to remove or disable any unnecessary features from systems and promptly
address known vulnerabilities, often through patching.

« Failing to do this can significantly increase the risk of system and data breaches.

3. Network Security

« Connections to the internet or other networks can put your systems at risk of attacks.

« Use basic policies and tools like firewalls (e.g., Windows Firewall) to protect your systems.

e Your network may spread across multiple sites, with mobile or remote workers, and cloud
services, so it's important to think about where your data is stored and where attackers could try
to access it, not just physical connections.



4. Managing User Privileges

Giving users more access than they need increases the risk of misuse or security breaches.
Users should only be given the minimum level of access necessary for their role.
Higher-level access privileges should be carefully controlled and monitored.

This practice is known as the principle of "'least privilege.™

5. User Education and Awareness

o Users play a key role in keeping the organization secure.
e It’s important to educate staff about potential cyber risks so they can do their jobs safely and also
help protect the organization from threats.

6. Malware Prevention

o Malware is harmful software that can damage or disrupt your systems.

« Anytime information is exchanged, there's a risk of malware being introduced, which can
seriously impact your systems.

e To reduce this risk, use Windows Defender to protect your systems from malware and ensure it
is always up-to-date and running.

7. Monitoring

« System monitoring helps detect attacks or attempts to compromise your systems and services.

o It’s important for responding quickly to any security threats.

e Monitoring also ensures that systems are used correctly, following your organization’s policies.
o It’s often required to meet legal or regulatory standards.



SAFETY

STARTS
WITH

- aing)de s0ER, &m‘mumn perE BID),
m D% ) A, By Badiah B0, ROETE
¢ Bossdnyled.

aiRarien R, SoTRE0S Aot
B me' mam aninvR), o:? wgs

B = A, T S 1, 01 S0EER,
aidrie Redizled.

n ﬂq_musnman
oy

<]

PR
RO ST

preLac.in
upport@nptel.iitm.acit




